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1. Getting started

Enter https://nxcl.biologie.uni-due.de/ or scan the QR code (see cover page) to connect to your

Nextcloud server using any web browser. Log in using your Unikennung and password.

Username or email

Password

Log in

Forgot password?

Log in with a device

Nextcloud instance of the faculty of biology

Two-factor authentication (2FA) is not enforced by default. However, you can set 2FA in your
setting menu by enabling TOTP and/or adding security keys (Yubikey/dongles). Once you
check the box “Enable TOTP”, it will generate a barcode. You can then activate your 2FA by
scanning the barcode from your TOTP application in your mobile phone. The other option for
2FA is by clicking on “Add security key” which will ask you to insert your Yubikeys/dongles in
the USB port and activate it by one touch. Every time you log in to your account, you should
always either enter the authentication code generated by TOTP application in your mobile
phone or connect and touch Yubikeys/dongles in your computer. You can generate backup

codes in case you lost your mobile phones or security keys.

& Personal info L .

Two-Factor Authentication i
& security Use a second factor besides your password to increase security for your account

If you use third party applications to connect to Nextcloud, please make sure to create and configure an app password for each before
4  Notifications enabling second factor authentication.
@ External storage @ TOTP (Authenticator app)
« Sharing [ Enable TOTP
¥ Appearance and accessibility # Security key

o No security keys configured, You are not using WebAuthn as second factor at the moment,
@ Availability
Add security key

O Flow
o Privacy & Backup code
B Office Generate backup codes

Once you log in to your account, the Nextcloud web interface opens to your files page, by
default. The Nextcloud user interface contains the following fields and functions:


https://nxcl.biologie.uni-due.de/

Narr Size Modified
% Favorit
OSC_Incubator_Program & Shared 31,3 MB vor 12 Tagen
< Sh
& Tags DMP & Shared 279KB  vor 2 Monaten
[ External storage - Notes <1KB  vor 11 Minuten
- Shared_with_me 1,7GB  vor 30 Minuten
Talk & Shared 0KB vor einem Mo
- Training 7MB  vor 18 Tagen
[\‘.,’3 label-your-axes.png J4KB  vor 12 Tagen
W Deleted files
© 3.3 MBof 50GB usel 6 folders and 1 file 1,8 GB
Settings

mmm Application (Apps) Menu

It provides you an overview of all the apps available on
Nextcloud instance. By clicking on selected apps icon, it will

redirect you to the app.

Apps Information field

It provides filters and tasks associated with your selected
app. For example, by clicking the Files app, you can quickly
find the files that have been shared with you and the files

that have been recently added or edited.

B Apps View

It is the main central field of the Nextcloud user interface. It
displays the contents or user features of the selected app.

Navigation Bar

It provides a type of breadcrumbs navigation that enables
you to migrate from home to higher levels of the folder
hierarchy.

B New button

It enables you to create new files, new folders, or upload

files.

= Search field

It enables you to search for files.

B Notification field

It notifies you with all the activities or changes in files/folders

that are associated with you.

mmm Contacts menu

It gives you an overview about all the contacts within UDE.
Please note that if you have multiple UDE accounts, all the

accounts are listed under contacts menu.

EEE Settings menu

Click on your profile to open the settings dropdown menu

that provides you with various features.




2. Accessing files and folders

You can access your Nextcloud files with the Nextcloud web interface and create, preview,
edit, delete, share and re-share files. By clicking on ellipsis (three dots) of any file or folder, it
allows you to mark files or folders as favorites; to see file details; to rename, move or copy or

download or delete files or folders.

You can directly view files and folders marked as favorites using “Favorites” on the left sidebar.

Clicking on “Shares” gives you an overview of files and folders that has been shared with you

or by you. You will find all the tagged files under “Tags” of the left sidebar.

I Al files +* +
@© Recent -
Name Size Modified
* Favorites
0OSC_Incubater_Program & Shared 31,3 MB vor 12 Tagen
< Shares
¥ Tags - DMP & Sshared 279KB  vor 2 Monaten
& External storage . Notes < . < 1KB vor 11 Minuten
. Add to favorites :
- Shared_with_me 1,7GB  vor 30 Minuten
i Details
Talk 0KB vor einem Mo...
# Rename
- Training 1,7MB  vor 18 Tagen

Move or copy

« O

14 label-your-axes.png Download 74KB  vor 12 Tagen

Deleted files

W Delete folder
33.3 MB of 50 GB used 6 folders and 1 file 1,8 GB

o e

Settings

2.1 File details view
Select “Details” after clicking on ellipsis (three dots) of any file and it gives you information on
activities, chat, comments, sharing and versions. You can add or read comments, check the

activity log, discuss via chat, check the sharing status and different versions of your files.

Al files L Nextcloud +

Nxcl manual d... ™ %
® Recent 3,4 MB, vor 4 Stunden
Name - Size Modified
* Favorites : - 24 Q o < O
ity hi C 2 harin i
< Shares - Nextcloud_User_Manual.pdf - 55 MB vor einem Mo. Activity Chat Comm Sharing Versions
+
V]
¥ Tags B Nxcl_manual_dr....docx & Shared «+  34MB  vor4Stunden

[ External storage S

2 files 9 MB

ey

x e
>

W Deleted files

DDDDDm
‘-.
(€]

-

© 44.3 MB of 50 GB used



2.2 Tagging files

To assign tags to your files, click on ellipsis (three dots) of your selected file and select

“Details”. Then enter your tags and press enter key after each tag to create more than one tag.

You can filter files by tags using “Tags” on the left sidebar.

All files

Recent

Shares

L
®
% Favorites
<
%

Tags

% External storage

W Deleted files

© 33.3 MB of 50 GB used

O Settings

Name
OSC_Incubator_Pro...
DMP
- Notes
- Shared_with_me
Talk
- Training

[\,5‘ label-your-axes.png

& Shared
& Shared
< Shared

31,3 MB

Size Modified

vor 12 Tagen

279 KB vor 2 Monaten

<1KB vor 24 Minuten

1,7 GB vor 43 Minuten

0 KB vor einem Mo.

1,7 MB vor 18 Tagen

74KB  vor 12 Tagen

* label-your-axes.png

74 KB, vor 12 Tagen

AD4  axes data

4 Q a < o

Activity Chat Comm.. Sharing Versions

W% Added system tag A04 vor 12 Tagen
% Added system tag data vor 12 Tagen

% Added system taq axes vor 12 Tagen

mAlfiles |

@ Recent data
% Favorites

< Shares

@ Tags

@ Extemal storage

2.3 Folder details view

f& A % © "

G

All files

Recent

Favorites

Shares

Tags

External storage

axes data

Name Size Modified

Always label your axes

label-your-ax...

Click on ellipsis (three dots) of any folder and select “Details” which shows activities, comments

and sharing information. You can add or read comments, check the activity log and sharing

status of your folders. Comments are visible to everyone who has access to the file or folder.



B Al files
@ Recent
% Favorites
<} Shares
@ Tags

& External storage

Deleted files

© 33.3 MB of 50 GB used

£ Settings

Name

OSC_Incubator_Pro...

DMP

Bl votes

Bl shared with me
Talk

| Tining

P_ﬁ?f label-your-axes.png

6 folders and 1 file

& Shared 31,3 MB

& Shared 279 KB
< 1KB
1,7 GB
< Shared

1,7 MB

74 KB

1,8 GB

Talk - X

0 B, vor einem Monat

4 @ <

Activity

Modified

Comments

@ Lama, Dr. Soni

Write message, @ to mention

vor 12 Tagen Sharing

vor 2 Monaten

vor 9 Minuten someone, | for emoji autocompletion,
vor 29 Minuten

vor 11 Tagen

@ Lama, Dr. Soni

Do you think we can finalize it?
™ Maike Miiller

vor einem Mo...

vor 18 Tagen

No more messages
vor 12 Tagen

2.4 Sharing files

Click on the sharing icon to share your files and folders. There are two ways where you can

share your files and folders — via sharing link or sharing directly via Nextcloud accounts or via

emails for external members who do not have Nextcloud accounts. Password protection and

expiration date to access files and folders, is by default enforced while sharing documents with

external members. You can edit the self-generated password and expiration date.

m Allfiles #*

@® Recent
W Favorites
< Shares
¥ Tags

O External storage

W Deleted files

44.3 MB of 50 GB used
© 44.3 MB of 50 GB used

€ Settings

CRC1430_Retreat 2023..... ppix
Recently edited

Name
0SC_Incubator_Program
DMP
I nestcloud
I notes
I shared with me
I
I Teining

14% label-your-axes.png

=] Nicl_manual_draft docx

Recently edited

279KB  vor 2 Monaten

. Nextcloud R
MB, vor 33 Minuten

Name, email, or Fe
o Share link
° Others withag
i Please enter the following
Internal link & armation
nly works for

P Ad\li ‘lu‘d-pr-s‘je‘c(

Madifiec

vor 8 Tagen

9MB vor 33 Minuten

1KB  vor 10 Tagen M Expiration date (enforce
3GB  vor 15 Minuten 2024-05-24 =
v
KE n Mc
x a |
1,7 MB i m M
KB 22 Tagt

Please note that if you have multiple UDE accounts, all of them are listed in Nextcloud. So, be

careful while sharing your documents with the correct account. You can select the right one

using the associated email address. For example, Maike Miiller has several UDE accounts,

but each one is associated with different email addresses.



Nextcloud = %
9 MB, vor 3 Min...

Nextcloud =
9 MB, vor 5 Minut

Modified e Modified
& @ <
y ® < IMB  vor 8 Tagen Activity Comments Sharing

1B vor 4 Minuten Activity Comments Sharing

9KB vor 2 Monaten maike mlies
B vor 10 Tagen maikamuelier@dni-duede zMB Maike Miiller

) )MB  vor 6 Minuten zmb@uni-due.de
Miuiller, Dr. Maike

5B vor 2 Stunden maike.mueller@uni-due.de ' Maike Miiller

1KB vor 10 Tagen veba S
(B  voreinem Mo @ Share with a Deck card = YGB  Vor2 Sturden 7? Maike Miiller
1B vor einem Mo vor einem Mo

e Search globally 0kB Maike Miiller
RN ——

make them easier to find

¢ 'MB vor einem Mo.
(B vor 22 Tagen Maike Miiller

2.5 Sharing controls
You can limit rights of your shared files or folder by controlling options for downloading, editing,

setting expiration date, etc. Password protection is by default enforced.

2 I

M Allfiles #*

Nextcloud ar

Allow editing

® Recent
A Hide download
* Favorites ¥
Activity
< Shares Name - Size Modified a | N
. Name. o
Tags =
= Nextcloud_User_Manual.pdf < . 55MB vor einem Mo. Video verification

% External storage

E Nxcl_manual_dr... .docx & Shared 34MB wvor 4 Stunden e M
° ott & 2024-05-24 B
2 files 9MB
Inte Note to recipient
(-3
thig
Ade X Unshare
o Cor
W Deleted files eas + Add another link
© 44.3 MB of 50 GB used
£ Settings

2.6 Sharing icons
Any folder that has been shared via Nextcloud account is marked with sharing icon < and

folders that are shared via public links are marked with a chain icon &



W Allfiles #* *+ H

@ Recent
Name Size Modified
% Favorites
< < 0SC_Incubator_Program & Shared 31,3 MB vor 12 Tagen
nares

¥ Tags DMP & Shared 279KB  vor 2 Monaten

»

& External storage - Notes < 1KB vor 6 Minuten
- Shared_with_me 1,7GB  vor 25 Minuten
Talk ¢ Shared 0KB vor einem Mo...
. Training 1,7 MB vor 18 Tagen

- [‘p.”' label-your-axes.png 74KB  vor 12 Tagen

Deleted files
© 33.3 MB of 50 GB used 6 folders and 1 file 1,8 GB

Settings

3. Applications

3.1 Photos

You can use this field to see all the photos that are uploaded or shared with you. You can
navigate through the various options on the left side bar to filter photos. For example, you can
filter photos that are shared with you or pictures with tags or pictures that are marked as

favorites, etc.

Your photos = & Pictures <
Your videos
Favorites

On this day

Your folders

Shared with you

¢ A B T * 2 O

Tagged photos

£ Settings

3.2 Activities
You can have an overview of all the activities by clicking on the activities field of your Nextcloud
web interface. The left sidebar provides you with various options to filter activities. For example,



those activities undertaken by you or others, changes made in all files or shared files or those
marked with favorites.

4 Al activities

& Byyou 4% Maike Miller created CRC1430 Retreat 2023 Travel Information 20230509.docx or 5 Tagen
& Byothers
Y Favorites

2 % Maike Miiller changed CR1430_Retreat 2023 Programm_20230503.docx vor § Tagen
M File changes E
& Security
& File shares 9 schulze, Dr. Nina created 03-movie.avi, 17-movie.avi and 10-movie.avi vor 5 Tagen
9 Calendar E E] E

v Todos
@ schulze, Dr. Nina renamed Neuer Ordner to Nina_Tracking ASPC1 vor 5 Tagen
@ Comments .
& Contacts
= Forms 6 Schulze, Dr. Nina created Neuer Ordner vor 5 Tagen
€ Settings
3.3 Chat

Nextcloud web interface has integrated chat function where you can benefit from conference

call or chat among your fellow members. You can connect project items to make them easier

to find during conference call.

+ = ZMB Office Chat m ® 4 zMB Office Chat "

z‘u ‘a Of!\re Chat [ &
Muller, Dr. Maike added you vor 22 Tagen, 13. April 2023
L Participants ()

0 Muller, Dr. Maike

1

1
@ Tok updtes 1 . (Lo e

1

1 v

o
& Koct

€ Talk settings

3.4 Contacts

Clicking on the contact field will take you to have an overview of all the contacts on your list
and you can further add contacts by clicking on “New contact”. You can also create circles
among your group members to share files and folders in one click.



+ New contact

Users
= All contacts Milller, Dr. Maike ZMB
Owner el d by Ml ik
Bl Recently contacted i Circle owned by Milller, Dr. Maike
b Koch, Dr. Johan...
Member
Groups + . & Copy link
Kupper, Claudia
Member
2, RDS 2) e
Lama, Dr... (> Leave circle
2 test 2 e Member
@ Schubert, Carola
Circles + Mamber
Kathrin Lehmann
@ zms 2 - Pending
Niklas Oelsner
Pending
Nina Schulze
Pending
Nina Schulze
§ settings @ Pending

3.5 Calendar
There is a calendar function integrated in Nextcloud web interface. You can either schedule
your events by clicking “New event” or you can import your existing calendar via “Calendar

settings”. Click on https://nxcl.biologie.uni-due.de/apps/calendar/p/aCT5TtH2cpZxsHsP to include

CRC 1430 calendar into your Nextcloud interface, where you get all the information on

seminars, workshops, trainings, lectures, events, etc.

oo m = 4 Q & ® & & D
7

’ -
Mon Tue Wed Thu Fn s
2 3

4 (5] 6

< May 2023 y) =

1
-
_ 0915 ZMB JF # 1000 05C incubator... © 1015 Repositorium JF

@ 2MB Abwesen. < o
Labour Day - Holiday 1015 INF JF » 17:30 German course  © 10:00 eLabFTW-Rest... Event title
) Personal L n 18 minute:
2mare utes
@ CRC1430 Events (Mai.. R§ 8 9 10 1] 12 13 “ =
eck: Personlich o e
Erasmus+ visit to Oul from 05,05.2023 at 16:00 3 10 05,05.2023 at 17:00 @
+ New calendar + [fiseeTag | Johannes | @500 Claudia abwes... @ 1000 OSC incubator... ®05:15 Personalratsl. [] Al day
4more 2more o) - 0
Appointments + 15 16 7 18 19 20 2 Details Attendees Resources
9 -
freer g dohenves o515 ZMB JF + 10:00 OSC incubator... |Public holiday
#10:00 Cancelled - Gl... © 1400 Hands-on ela... © 1015 Cancelled Rep.. e "
4 more #1730 German course
v Con
2 2 E2] 2 % 27 2
[
0915 ZMBJF 1000 OSC incubator... ® 0515 Personalratssi... .
Search or 3dd cateq i
® 0900 CRC1430 RTG... 3 more 2more
2 EN n 1 2 3 4 ()
_ #0915 ZMB JF 1015 Repositorium JF
7 = B O Norecurrence v
Public holiday 10:15 INF JF 17:30 German course
2more Repeat
B Trashbin

P— i —
- 6@ —=——————
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https://nxcl.biologie.uni-due.de/apps/calendar/p/qCT5TtH2cpZxsHsP

< May 2023 3| = Mon

1

O zMBAbwese.. < e

Personal <

@ CRC1430Events (M.. $R§ - 8

(O Deck: Persénlich

£ Calendar settings

* Import calendar
15
Enable birthday calendar ]
Show tasks in calendar
Enable simplified editor
Limit visible events per view
22

Show weekends
® 09:00 CRC1430i... ¢
Show week numbers

3.6 Notes
Click on the “New note” under the notes field to write notes. You can categorize notes with

different names using details view by clicking ellipsis (three dots) on the top right corner.

+ New note =

- test nextcloud for MARIE and send the feedback

- prepare poster for Retreat

- Fair Science meeting on 16th May

- Meeting to discuss on developing website of OSC Duisburg-Essen

I Categories

Today

New note

This month

New note (2)

£ Notes settings

3.7 Deck
This function provides you to create cards for task management and file sharing. You can
assign task to the other users, pick a date and also insert tags to each card as “Handlung

erforderlich (Action required)”, “Abgeschlossen (Completed)”, “Spater (Later)”, “Zu Uberprifen

(To review)”.

11



# Upcoming cards = @ Persénlich Q + Y - @

@ Allboards Offen L In Arbeit “w“ i Erledigt By o
@ Personlich data management plan manual preparation nextcloud Nextcloud-data

policy meeting

Abgeschlossen

+ Add board Handiung eforderich

Basic introduction to OMERO

Abgeschiossen

hands-on workshop OMERO poster for Retreat

£ Settings

data management plan
Maodified: vor 3 Stunden Created: vor 4 Monaten

* ] L]
Details Attachments Comments

® Handhung erorderch
& Assign a user to this carc

& Pick a date and a time =]

Add to a project
) proje
Connect items to a project to make them easier to find

Description

Write a description .

3.8 Forms

You can create polls by clicking on “New form” of this field and share with others. While creating
a poll, there are various answering options you can choose from, like checkboxes, multiple
choices, dropdown, short/long text, date or date and time.

12



+ New form = ) Results [ Share link ey

Your Forms .
Form title
= New form
Poll on if researchers are aware of research data management
= New form
i=  New form e Responses are connected to your Nextcloud account.

How impertant is it to manage research data?
Very important
= Important
Not so important

| don't care

+ Add a question

4. Nextcloud Desktop clients
You can connect your desktop PC to your Nextcloud server by downloading Nextcloud client
application (https://nextcloud.com/). You can configure the client to save files in any local

directory so that it is synced to the Nextcloud server. The client displays all the activity log so
that you can verify that files created and updated on your local PC are properly synchronized

with the server.

13


https://nextcloud.com/

